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BACKGROUND 

1. Field : 

The subject matter disclosed herein relates to systems and methods of loading 
programs to a processing system. In particular, the subject matter disclosed herein relates 
5 to systems and method of loading programs to a processing system in response to events. 

2. Information : 

The emergence of enterprise data centers has created a need for rapid and reliable 
storage and retrieval of information in support of network based applications and 
services. Such data centers are typically supported by server systems which comprise one 

10 or more host processing systems coupled to peripheral devices such as input/output (I/O) 

subsystems. Such an I/O subsystem typically includes a controller for a redundant array 
of inexpensive disks (RAID) to provide fast and reliable storage and retrieval of data. 

A peripheral device such as an I/O subsystem is typically coupled to a host 
processing system by a data bus. Utility programs are typically hosted on the host 

1 5 processing to perform services related to the peripheral device such as, for example, 

diagnostics (e.g., trouble shooting), configuration and setup. These utility programs 
typically transmit data to or receive data from the peripheral device over the data bus and 
may provide a display to an operator at a user interface. 

Such utility programs are typically configured to be hosted on a particular 

20 operating systems of a host processing system which is coupled to a peripheral device in 

question through a data bus. For example, such a utility program may be hosted on an 
operating system of the host processing system and communicate with the peripheral 
device in question. Accordingly, for a particular peripheral device to be used with a host 
processing system, developers of the utility programs typically create different versions 

25 of a utility program for different operating system envirormients which may be hosted on 

a host processing system. 
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BRIEF DESCRIPTION OF THE FIGURES 

Non-limiting and non-exhaustive embodiments of the present invention will be 
described with reference to the following figures, wherein like reference numerals refer to 
like parts throughout the various figures unless otherwise specified. 

Figure 1 shows a schematic diagram of a processing platform according to an 
embodiment of the present invention. 

Figure 2 shows a schematic diagram illustrating a system for loading a bootable 
image to a host processing system according to an embodiment of the present invention. 
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DETAILED DESCRIPTION 

Reference throughout this specification to "one embodiment" or "an embodiment" 
means that a particular feature, structure, or characteristic described in connection with 
the embodiment is included in at least one embodiment of the present invention. Thus, 
5 the appearances of the phrase "in one embodiment" or "an embodiment" in various places 

throughout this specification are not necessarily all referring to the same embodiment. 
Furthermore, the particular features, structures, or characteristics may be combined in one 
or more embodiments. 

J^h^ ^ "processing system" as discussed herein relates to a combination of hardware 

10 and software resources for accomplishing computational tasks. However, this is merely 

an example of a processing system and embodiments of the present invention are not 
limited in this respect. A "host processing system" relates to a processing system which 
J may be adapted to communicate with a "peripheral device." For example, a peripheral 

^ device may provide inputs to or receive outputs from an application process hosted on the 

^ 15 host processing system. However, these are merely examples of a host processing system 

J and a peripheral device, and embodiments of the present invention are not limited in this 

respect. 

~-_ An "operating system" as discussed herein relates to one or more encoded 

J procedures for facilitating communication between application procedures and processing 

] 20 resources of a processing system. Such an operating system may allocate processing 

resources to application procedures and provide an application programming interface 
(API) comprising callable software procedures for execution on the processing resources 
in support of application procedures. However, these are merely examples of an 
operating system and embodiments of the present invention are not limited in this respect. 
25 A "utility" or "utility program" as referred to herein relates to a program for 

managing or monitoring resources of a processing system. Such a utility may include, for 
example, programs for diagnostics (including but not limited to troubleshooting), 
configuration of peripheral devices or resources or setting up parameters to enable 
capability. However, these are merely examples of utilities and embodiments of the 
30 present invention are not limited in this respect. 

A "boot procedure" as discussed herein relates to a procedure by which initial 
instructions are loaded to a memory of a processing system and then executed. For 
example, a boot procedure may involve loading an operating system to a memory of a 
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processing system. This may be preceded by the execution of instructions provided by a 
basic input/output system (BIOS) associated with the processing system which instructs 
the processing system to retrieve instructions from a non-volatile memory device for 
providing an operating system. However, this is merely an example of a boot procedure 
and embodiments of the present invention are not limited in this respect. 

A "system reset" procedure as discussed herein relates to a procedure by which a 
processing system is reset from a state in which a previously loaded process is hosted on 
the processing system. For example, a system reset procedure may involve halting a 
previously loaded operating system and loading instructions for a subsequent operating 
system to a memory of the processing system. This may be preceded by an execution of 
instructions provided by a BIOS to retrieve instructions for the subsequent operating 
system from a non-volatile memory. However, this is merely an example of a system 
reset procedure and embodiments of the present invention are not limited in this respect. 
A system reset procedure may be performed as part of a re-boot procedure in which 
power is removed from at least a part of the processing system. However, such a system 
reset procedure may also be performed without the removal of power from subsystems of 
the processing system. In either case, these are merely examples of a system reset 
procedure and embodiments of the present invention are not limited in this respect. 

A "bootable image" as discussed herein relates to instructions which may be 
stored in a memory for loading to a target processing system during a boot or system reset 
procedure. For example, a bootable image may provide instructions for an operating 
system to be hosted on a target processing system. In one embodiment, a bootable image 
may be stored in a memory device at a memory address prior to being loaded to a 
processing system by BIOS routines during a boot or system reset procedure. However, 
these are merely examples of a bootable image and embodiments of the present invention 
are not limited in this respect. 

A program "launch" as referred to herein relates to an initiation of an execution of 
the program on a processing system. This may occur, for example, upon an initiation of 
the execution of instructions for the program at a location in a system memory of the 
processing system. However, this is merely an example of a program launch and 
embodiments of the present invention are not limited in this respect. 

An "agent" as referred to herein relates to a process hosted on a processing system 
which is related to one or more processes executing externally from the processing 
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system. For example, an agent may be hosted on a processing system to detect events at 
the processing system and communicate with an external process in response to the event. 
However, this is merely an example of an agent and embodiments of the present 
invention are not limited in this respect. 

A "data bus" as referred to herein relates to circuitry for transmitting data between 
devices. For example, a data bus may transmit data between a host processing system 
and a peripheral device. However, this is merely an example and embodiments of the 
present invention are not limited in this respect. A "bus transaction" as referred to herein 
relates to an interaction between devices coupled in a data bus structure wherein one 
device transmits data addressed to the other device through the data bus structure. 

Briefly, an embodiment of the present invention relates to a system and method of 
launching a program on a host processing system from instructions provided by a 
peripheral device coupled to the host processing system. According to an embodiment, 
an agent residing on the host processing system initiates the loading of a program stored 
in a memory of the peripheral device on the host processing system in response to 
detection of an event at the host processing system. For example, in response to detecting 
the event the agent may initiate a system reset of the host processing system to load an 
operating system onto the host processing system from instructions stored on the 
peripheral device. A utility program may also be launched on the host processing system 
under the control of the operating system loaded from the peripheral device. However, 
this is merely an example and embodiments of the present invention are not limited in this 
respect. 

Figure 1 shows a schematic diagram of a processing platform 10 according to an 
embodiment of the present invention. A central processing unit (CPU) 2 is coupled 
through a bus 14 to a random access memory (RAM) 4, basic input/output system (BIOS) 
6 and a non- volatile memory (NVM) 8 such as a hard disk drive or flash memory device. 
Devices on the bus 1 4 may provide a host processing system which hosts software 
processes for performing computational tasks. However, this is merely an example of a 
host processing system and embodiments of the present invention are not limited in this 
respect. 

The devices coupled to the bus 14 may also be coupled to a peripheral device 12 
on a bus 1 8 which is coupled to the bus 14 through a bridge 1 6. The bus 1 8 may any one 
of several types of data buses such as a peripheral components interconnect (PCI) bus. 
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However, this is merely an example of a data bus and embodiments of the present 
invention are not limited in this respect. The peripheral device 12 may be an input/output 
(I/O) controller which provides inputs to and receives outputs from processes executing 
on the CPU 2. For example, the peripheral device 12 may be an Intelligent I/O subsystem 
comprising a processing unit, RAM and non-volatile memory for hosting processes. 
However, these are merely examples of a peripheral device and embodiments of the 
present invention are not limited in this respect. According to an embodiment, an agent 
hosted on the CPU 2 and RAM 4 may initiate the loading of a program to the CPU 2 and 
RAM 4 in response to detecting an event. For example, the agent may load the program 
by initiating the transmission of a bootable image from the peripheral device 12 to the 
RAM 4 through the bus 18. However, this is merely an example of how such an agent 
may initiate the loading of a program to a host processing system and embodiments of the 
present invention are not limited in this respect. 

Figure 2 shows a schematic diagram illustrating interactions between a host 
processing system 102 and a peripheral device 1 10 to load instructions from the 
peripheral device 1 10 to the host processing system 102 for execution. According to an 
embodiment, an agent 106 of the peripheral device is hosted on the host processing 
system from instructions stored in a non-volatile memory 1 14 of the peripheral device 
1 10. Upon detection of an event at the host processing system 102, the agent 106 initiates 
a procedure which loads instructions from a reserved portion 1 16 of the non- volatile 
memory 1 14 for execution on the host processing system 102. In one embodiment, the 
agent 1 06 will cause the host processing system 1 02 to perform a system reset and load 
an operating system to the host processing system from instructions stored in the reserved 
portion 1 16. However, this is merely an example of how instructions from a memory of a 
peripheral device may be loaded for execution on a host processing system and 
embodiments of the present invention are not limited in this respect. 

According to an embodiment, the agent 1 06 may be launched on the host 
processing system 102 as part a boot procedure. Following installation of the agent 106, 
the host processing system 102 may install an operating system from a non-volatile 
memory of the host processing system 102 to complete a boot procedure. In an 
embodiment in which the peripheral device 1 10 is coupled to the host processing system 
102 by a PCI bus, for example, the agent 106 may be loaded to a memory of the host 
processing system 102 as part of a procedure to enumerate the peripheral device. Here, 
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the host processing system 102 may retrieve instructions the non-volatile memory 114 
through one or more bus transactions in the course of a bus enumeration procedure. For 
example, peripheral device 1 1 0 may provide data in the course of such a bus enumeration 
procedure (e.g., data provided in configuration header data of the peripheral device 110) 
which indicates whether data is to be retrieved from an expansion ROM and the size 
and/or location of the data in the non-volatile memory 114. However, this is merely an 
example of how data from a non-volatile memory of a peripheral device may be provided 
to a host processing system in an enumeration procedure and embodiments of the present 
invention are not limited in this respect. 

In another embodiment, the agent 1 06 may be loaded to the host processing 
system 102 from a non- volatile memory on the host processing system (e.g., from a BIOS 
flash) as part of a BIOS routine internal to the host processing system 102. However, 
these are merely examples of how an agent may be loaded to a host processing system 
and embodiments of the present invention are not limited in this respect. 

According to an embodiment, the agent 1 06 may detect an event at the host 
processing system 102 to initiate a procedure to load instructions to a host processing 
system 102. Such an event may include, for example, events occurring at a user interface 
of the host processing system 102 such as a combination of keystrokes at a keyboard or 
other inputs to another peripheral device associated with a user interface. Also, the agent 
106 may detect an "event" as one or more conditions associated with the host processing 
system 102 which is independent of inputs to a user interface. However, these are merely 
examples of events which may be detected by an agent and embodiments of the present 
invention are not limited in this respect. In one embodiment, the agent 106 may comprise 
an event handler (e.g., a keyboard event handler) which hooks with a device driver 
associated with an input device such as a keyboard. Such an event handler may detect 
events (such as a combination of keystrokes at a keyboard) and commence the execution 
of one or more procedures. However, this is merely an example of how an agent may 
detect a predetermined event and embodiments of the present invention are not limited in 
this respect. 

According to an embodiment, upon detection of a predetermined event at the host 
processing system, the agent 106 may initiate a procedure to load a program to the host 
processing system 102 from instructions stored in the reserved portion 1 16 of the non- 
volatile memory 1 14. For example, the procedure may load a bootable image as part of a 
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system reset procedure initiated by the agent 106. The bootable image may comprise an 
operating system and one or more utihty programs to be hosted on the operating system. 
However, this is merely an example of how an agent may load a program to a host 
processing system from a memory of a peripheral device and embodiments of the present 
invention are not limited in this respect. 

According to an embodiment, the agent 1 06 may respond to detection of a 
predetermined event by initiating the execution of an interrupt routine for loading a 
bootable image to the host processing system 102. In an embodiment in which the host 
processing system 102 comprises a BIOS supporting interrupt vectors for accessing 
devices, for example, the agent 106 may respond to detection of a predetermined event by 
modifying one or more interrupt vectors, and initiating a system reset of the host 
processing system 1 02 comprising loading a bootable image based upon instructions 
stored in the reserved portion 1 16 of the non-volatile memory 114. However, this is 
merely an example of a how an agent may initiate the execution of an interrupt routine for 
loading a bootable image to a host processing system and embodiments of the present 
invention are not limited in this respect. 

In an embodiment in which the host processing system 1 02 is based upon an 
architecture such as the IBM PC-AT compatible architecture, for example, the agent 106 
may modify the interrupt vector 1 3 /z to execute instructions from a location in a RAM (of 
the host processing system 1 02) instead of a master boot record (MBR) at a location in a 
non- volatile memory. For example, the agent 106 may re-map an address in the interrupt 
vector 13 h from an address of the MBR in a Cylinder-Head-Sector (CHS) of a non- 
volatile memory to an address where the instructions of the routine are stored in the 
RAM. The modified address in the interrupt vector 13 h may then reference to a location 
in the RAM which stores instructions of a routine to retrieve instructions for a bootable 
image from the peripheral device 1 10 to be loaded to the host processing system 102 in a 
boot procedure or system reset procedure. However, this is merely an example of how a 
bootable image may be loaded to a host processing system and embodiments of the 
present invention are not limited in this respect. 

According to an embodiment, the bootable image loaded from the peripheral 
device 1 1 0 to the host processing system 1 02 may comprise instructions for an operating 
system and a utility program to be supported by the operating system. Such an operating 
system may be any one of several operating systems which may be hosted on a host 
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processing system including, for example, versions of Solaris™ provided by Sun 
Microsystems, Linux, versions of DOS or Windows™ sold by Microsoft Corp., or 
versions of versions Vx Works or pSOS sold by WindRiver Systems, Inc . However, 
these are merely examples of operating systems which may be loaded from a peripheral 
device to a host processing system and embodiments of the present invention are not 
limited in this respect. 

In an embodiment in which the operating system is a version of MS DOS, for 
example, the utility program may be launched contemporaneously with the loading of the 
operating system in an "AUTOEXEC.BAT" routine of the operating system. However, 
this is merely an example of how a bootable image may be installed on a host processing 
system to provide an operating system and a utility program, and embodiments of the 
present invention are not limited in this respect. 

According to an embodiment in which a bootable image (loaded from the 
peripheral device 1 1 0 to the host processing system 1 02) comprises a utility program, 
such a utility program may communicate with a user through a graphical user interface 
(GUI) supported by the host processing system 102. For example, the utility program 
may comprise an interface encoded in a hypertext markup language (HTML) and the 
utility program may be launched with a network browser such as versions of Netscape 
Navigator™ or Internet Explorer™ provided by Microsoft Corporation. However, this is 
merely an example of how a utility program may be integrated as part of a bootable 
image and embodiments of the present invention are not limited in this respect. 

According to an embodiment, the agent 1 06 may respond to detection of a 
predetermined event by initiating the preparation of a bootable image at the peripheral 
device 1 10 prior to being loaded to the host processing system 102. For example, upon 
detecting an event at the host processing system 102, the agent 106 may transmit a 
message through a data bus to the peripheral device 1 10 to initiate a launch of a RAM 
driver on the peripheral device 110. In the illustrated embodiment, the RAM driver 
retrieves the instructions of a subsequent operating system from the reserved portion of 
the non-volatile memory 116 and the instructions of the one or more utility programs to 
be hosted on the subsequent operating system. The RAM driver may then integrate the 
subsequent operating system with the utility program to create a bootable image on the 
RAM of the peripheral device 1 10. However, this is merely an example of how the RAM 
driver may prepare a bootable image to be transmitted to the host processing system 1 02 
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and embodiments of the present invention are not limited in this respect. The bootable 
image may then be transmitted from the RAM of the peripheral device to the host 
processing system 102 in response to a reboot procedure. However, this is merely an 
example of how a bootable image may be prepared for hosting on a host processing 
system and embodiments of the present invention are not limited in this respect. 

While there has been illustrated and described what are presently considered to be 
example embodiments of the present invention, it will be understood by those skilled in 
the art that various other modifications may be made, and equivalents may be substituted, 
without departing from the true scope of the invention. Additionally, many modifications 
may be made to adapt a particular situation to the teachings of the present invention 
without departing from the central inventive concept described herein. Therefore, it is 
intended that the present invention not be limited to the particular embodiments disclosed, 
but that the invention include all embodiments falling within the scope of the appended 
claims. 
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